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Overview

Dynamic Security Permissions are used to authorise what a user can achieve in the
Coruson application via the Dynamic Roles and/or Tabular Security features. More
information about these features can be reviewed here:

e How to Manage Dynamic Roles
e How to Configure Tabular Security

The dynamic security authorizations are a list of permissions where each
command/action is allowed to access by preset roles only. This means, even though the
permission toggle is turned on in the permission set management, the user is still not able
to perform the action if the user role doesn't meet the matrix in the below table.

Dynamic Security Matrix Table

e CP - Conversation Participant

e ARTO - Report Accept Reject Task Owner

e RO - Report Owner

e RR - Report Raier

e RFITO - Report Request For Information Task Owner
e E - Report Stage/Task Escalate

e TO - Report Task Owner

e SO - Report Task Stage Owner

Command

CompleteReportAcceptRejectStageCommand

ReopenReportAcceptRejectStageCommand

AddReportRequestForinformationTaskinstanceCommand

AddReportTransferOwnershipTasklinstanceCommand

ChangeReportWorkflowRequestForinformationTaskResponseCommand

ChangeReportWorkflowRequestForinformationTaskResponseOnBehalfOfCo
mmand

ChangeReportWorkflowTitleCommand

EscalateReportWorkflowRequestForinformationTaskCommand
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RemoveReportWorkflowCommand
EscalateReportWorkflowTaskCommand
RemoveReportRequestForinformationTaskinstanceCommand
EscalateReportTaskStagelnstanceCommand
ReopenReportRequestForinformationTaskinstanceCommand
ReopenReportTransferOwnershipTaskinstanceCommand
ReopenReportWorkflowInstanceCommand
ReopenReportTaskinstanceCommand
AddReportTasklnstanceCommand
AddReportTaskStagelnstanceCommand
ChangeReportWorkflowTaskResponseCommand
ChangeReportTaskStagelnstanceOwnerCommand
ChangeReportStagelnstanceTitleCommand
ChangeReportStagelnstanceTargetDateCommand
ChangeReportStagelnstanceResponseCommand
ChangeReportStagelnstanceGuidanceCommand
ChangeReportStagelnstanceGuidanceResourceCommand
ChangeReportStagelnstanceDependancyCommand

ChangeReportStagelnstanceAcceptableResponseTimeCommand

ChangeReportWorkflowTaskResponseOnBehalfOfCommand

ReopenReportStagelnstanceCommand
StartReportWorkflowlnstanceCommand
CreateReportWorkflowlnstanceCommand
MoveReportStagelnstanceCommand
RemoveReportTasklnstanceCommand
RemoveReportStagelnstanceCommand
WithdrawReportWorkflowInstanceCommand

RemoveReportAcceptRejectStageAcceptorCommand
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AddReportAcceptRejectStageAcceptorCommand Y

AddReportAcceptRejectStageCommand Y

ChangeReportAcceptRejectStageTitleCommand Y

ChangeReportAcceptRejectStageDependancyCommand Y

ChangeReportAcceptRejectStageGuidanceCommand Y

ChangeReportAcceptRejectStageGuidanceResourceCommand Y

ChangeReportAcceptRejectStageResponseCommand Y

AddTimelineEventAttachmentCommand YIY|Y[Y[Y]Y Y

AddTimelineEventCommand YIY|Y[Y[Y]Y Y

AddTimelineEventNoteCommand YIY|Y[Y[Y]Y Y

AssociateReportWithTimelineEventCommand YIY[Y[Y|IY|Y |Y

AssociateRiskEventWithTimelineEventCommand YIY|Y[Y[Y]Y Y

ChangeTimelineEventDateCommand YIY|Y[Y|Y|Y |Y

ChangeTimelineEventNameCommand YIY[Y[Y|Y]|Y Y

CreateTimelineCommand YIY|Y[Y]Y]Y Y

CreateTimelineEventClassificationCommand YIY[IY[Y|Y|Y Y

DeleteTimelineEventAttachmentCommand YIY|Y[Y[Y]Y Y

DeleteTimelineEventClassificationCommand YIY[IY[Y|Y|Y Y

DeleteTimelineEventCommand YIY|Y[Y[Y]Y Y

DeleteTimelineEventNoteCommand YIY|Y[Y[Y]Y Y

DissociateReportFromTimelineEventCommand Y| Y|IY[IY[Y]Y Y

EditTimelineEventClassificationCommentCommand YIY|Y[Y[Y]Y Y

EditTimelineEventNoteCommand YIY|Y[Y[Y]Y Y

MoveTimelineEventCommand YIY|Y[Y[Y]Y Y

UpdateTimelineEventLocationCommand YIY[Y[Y|IY|Y |Y

AddTimelineControlCommand YIY[IY[Y|Y|Y Y

AddTimelineControlEffectivenessNoteCommand YIY|IY[Y]Y]Y Y

EditTimelineControlEffectivenessNoteCommand YIY|Y|Y[Y]Y Y
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MoveTimelineControlCommand
RemoveTimelineControlCommand
ChangeTimelineControlEffectivenessCommand
RemoveTimelineControlEffectivenessNoteCommand
CompleteReportWorkflowRequestForlinformationTaskCommand
CompleteReportWorkflowTransferOwnershipTaskCommand
RejectReportWorkflow TransferOwnership TaskCommand
CompleteReportWorkflowUnassignedTaskCommand
CompleteReportWorkflowCloseStageTaskCommand
CompleteReportWorkflowTaskCommand
CompleteReportWorkflowTaskOnBehalfOfCommand

ChangeReportRequestForinformationTaskAcceptableResponseTimeComm
and

ChangeReportRequestForinformationTasklnstructionsCommand
ChangeReportRequestForinformationTaskInstructionsResourceCommand
ChangeReportRequestForinformationTaskOwnerCommand
ChangeReportRequestForinformationTaskTargetDateCommand
ChangeReportTaskinstructionsCommand
ChangeReportTaskinstructionsResourceCommand
ChangeReportTaskOwnerCommand
ChangeReportTaskAcceptableResponseTimeCommand
ChangeReportTaskTargetDateCommand

AcceptAndMaintainReportAcceptRejectTaskCommand

AcceptAndMaintainReportAcceptRejectTaskOnBehalfOfCommand

AcceptReportAcceptRejectTaskCommand
AcceptReportAcceptRejectTaskOnBehalfOfCommand
AddCommentToReportAcceptRejectTaskCommand
ChangeReportAcceptRejectTaskOwnerCommand

RejectReportAcceptRejectTaskOnBehalfOfCommand
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UpdateReportAcceptRejectTaskCommand Y'Y

ChangeReportAcceptRejectTaskTargetDateCommand Y'Y

RejectReportAcceptRejectTaskCommand Y'Y

ReopenReportAcceptRejectTaskCommand Y|Y

RequestReportSnapshotCommand YIY[Y[Y|IY|Y |Y

RemoveReportinterestedPartyCommand Y

AddReportinterestedPartyCommand Y

SendReportFeedbackCommand Y

RetrieveThirdPartyDataCommand Y

ChangeReportRiskAssessmentCommentCommand Y

RemoveReportRiskAssessmentCommand Y

ReopenReportCommand Y

DeleteReportCommand Y

ChangeReportSummaryCommand Y

ChangeReportOwnerCommand Y

AddReportRiskAssessmentFromStageCommand Y Y

AddReportRiskAssessmentFromTaskCommand Y Y Y

AddReportRiskAssessmentCommand Y Y Y

DeleteDraftReportCommand Y

CloseReportCommand Y Y

SubmitReportCommand Y

ApplyStandardEventToReportCommand Y

AssignReportCategoryCommand Y Y Y

UnassignReportCategoryCommand Y Y |Y

SaveCheckedReportCheckListAdditionallnformationFieldlitemCommand Y'Y Y |Y

SaveReportLocationAdditionalinformationFieldCommand Y'Y Y |Y

SaveReportDateAdditionalinformationFieldCommand Y|Y Y |Y

SaveReportDateTimeAdditionallnformationFieldCommand Y'Y Y |Y
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SaveReportNumericalAdditionalinformationFieldCommand
SaveReportRadioGroupAdditionalinformationFieldCommand
SaveReportSelectListAdditionallnformationFieldCommand
SaveReportTextAreaAdditionalinformationFieldCommand
SaveReportTextBoxAdditionalinformationFieldCommand
SaveUncheckedReportCheckListAdditionallnformationFielditemCommand
SetReportNotMandatoryCommand
SetReportMandatoryCommand
DisableReportChecklistMatchingFieldCommand
DisableReportDateMatchingFieldCommand
DisableReportDateTimeMatchingFieldCommand
DisableReportLocationMatchingFieldCommand
DisableReportNumericalMatchingFieldCommand
DisableReportRadioGroupMatchingFieldCommand
DisableReportSelectListMatchingFieldCommand
DisableReportTextAreaMatchingFieldCommand
DisableReportTextBoxMatchingFieldCommand
EnableReportChecklistMatchingFieldCommand
EnableReportDateMatchingFieldCommand
EnableReportDateTimeMatchingFieldCommand
EnableReportLocationMatchingFieldCommand
EnableReportNumericalMatchingFieldCommand
EnableReportRadioGroupMatchingFieldCommand
EnableReportSelectlListMatchingFieldCommand
EnableReportTextAreaMatchingFieldCommand

EnableReportTextBoxMatchingFieldCommand

AddReportFileAttachmentFromAcceptRejectTask Command

AddReportFileAttachmentFromRequestForinformationTask Command
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ChangeReportFileAttachmentDescriptionFromTaskCommand

ChangeReportFileAttachmentDescriptionFromAcceptRejectTaskCommand

ChangeReportFileAttachmentDescriptionFromStageCommand

ChangeReportFileAttachmentDescriptionFromRequestForinformationTaskC
elaglaglelple

RemoveReportFileAttachmentFromRequestForinformationTaskCommand
RemoveReportFileAttachmentFromTaskCommand
RemoveReportFileAttachmentFromAcceptRejectTaskCommand
RemoveReportFileAttachmentFromStageCommand
AddReportFileAttachmentFromTaskCommand
AddReportFileAttachmentFromStageCommand
RaiseLinkedReportFromTaskCommand
RaiselLinkedReportFromStageCommand
MarkDuplicateReportCommand
UnmarkDuplicateReportCommand
ChangeReportMatchingDateFilterCommand
SetShowHiddenReportsDisabledCommand
SetShowHiddenReportsEnabledCommand
HideMatchedReportCommand
UnlinkReportCommand

LinkReportCommand

RaiselinkedReportCommand
RemoveReportClassificationFieldCommand
AddReportClassificationFieldCommand
EditClassificationltemCommentCommand
DeselectClassificationitemmCommand
SelectClassificationltemCommand

AddReportFileAttachmentCommand

Ideagen Limited. T: +4471629 699100 e:info@ideagencom w: www.ideagen.com

Copyright © Ideagen Limited

YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
YIY |Y
Y Y
Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y Y
Y
/8


mailto:info@ideagen.com
https://www.ideagen.com/

ChangeReportAttachmentDescriptionCommand
RemoveReportAttachmentCommand
AddParticipantToConversationCommand
DeleteMessageCommand
RemoveParticipantFromConversationCommand
SendMessageCommand
StartNewConversationCommand

EditReportFieldCommand

ChangeReportOrgUnitRelationshipCommand

RaiseReportFromExternalRecordCommand
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